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Simple, Easy Solutions

Design Like You Mean It

Wide Input 3-18V, 12A, Synchronous Step-Down
Converter with Integrated Telemetry via I?C Interface
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Key Highlights Applications
* 5% Accuracy Output Voltage and « Enterprise SSD’s
Qutput Current Monitoring * Networking
* Programmable Current Limit * Gaming Systems
* Programmable Frequency
» Selectable PWM/PFM Mode
* 1% Internal Reference Accuracy
* |2C Programmable Output Range from 0.6V
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Introducing ...

SR1 Audio Analy

® —110dB THD + N (1 kHz, 2 v, 22 kHz BW)
e 1 0.008 dB flatness

® 200 kHz system bandwidth

® 24-bit / 192 kHz digital auvdio

® <600 ps residual jitter

* Cross-domain analysis

SR1 ... $9400 (s iy

S RS Stanford Research Systems
Ph: (408)744-9040 www.thinkSRS.com

Introducing SR7 Dual-Domain Audio Analyzer
— AP 2700 class performance at $9400.

SR 1’s outstanding specifications and rich suite
of measurements make it ideal for analog,
digital and cross-domain audio signal analysis.

Standard measurements include Level,

THD + N, Harmonic Distortion, IMD, FFT,
Frequency Response, Multi-Tone, Crosstalk,
Histogram, Jitter Amplitude & Spectrum,

and more. Hardware options include a digital
audio carrier digitizer with full-color eye
diagrams and carrier spectra, multi-channel
I/O switchers, and an atomic rubidium

system clock.

SR offers uncompromised performance at a
fraction of the price of the competition.

Call us or visit our web site for further details.
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Jitter statistics ——

]I'I'I'ERS]]VIPLIE‘IED

http://electronicdesign.com/test-measurement/jitter-simplified

Does the word “jitter” strike fear into your heart? It shouldn’t.
While jitter will always be present in your designs, being able
to identify causes and sources of jitter will allow you to confi-
dently design and debug your systems.

5TI-]]1\TGS TO KNOW
ABOUT EMBEDDED JAVA
PROGRAMNMING

http://electronicdesign.com/dev-tools/5-things-you-need-know-
about-embedded-java-programming

Java is a mature development platform, now pushing past 20
years in age. As such, it’s ideally suited to developing embed-
ded applications due to its simplicity, ubiquity, and a rich set
of both standard and open-source libraries. Read these five key
points that you should know when starting to develop embed-
ded Java applications.

UNNMANNED VEHICLES
FROM XPONENTIAL 2016

http://electronicdesign.com/embedded/gallery-unmanned-
vehicles-xponential-2016

XPonential 2016, formally known as AUVSI, brought a host of
UAVs and other unmanned platforms and technologies to New
Orleans. Tech Editor Bill Wong covers the show and shares a
gallery of images of the latest innovations.

2016 TOP ELECTRONICS
DISTRIBUTORS

http://electronicdesign.com/another-slow-growth-year-say-
top-electronics-distributors

Technology and lackluster growth are shaping leading elec-
tronic components distributors’ business strategies in 2016.
This year’s Top Electronic Components Distributors report
highlights 27 companies serving customers in North America
and around the world, with sales of more than $75 million.

It also recognizes a handful of noteworthy U.S.-based firms
with sales of less than $75 million, which also serve customers
across North America and around the world.

join us online

Follow us on Facebook: http:/tinyurl.com/odzo6hc
and Twitter: http:/tinyurl.com/kSpum39
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Become your company’s most valuable player.

Elevate your status with Keysight’s InfiniiVision oscilloscopes.

Get your projects on the fast track with features such as zone triggering, built-in analysis software and super-fast waveform
update rates. Plus Keysight has a team of experts ready and available to help you overcome any test and measurement obstacles. You
already have the talent, and with Keysight you have the tools you need to become your company’s MVP.

& —

Keysight InfiniiVision oscilloscopes 2000 X-Series 3000T X-Series 4000 X-Series 6000 X-Series
Bandwidth 70 MHz-200 MHz 100 MHz-1 GHz 200 MHz-1.5 GHz 1GHz-6 GHz
Instrument integration Arbitrary waveform generator, digital voltmeter, protocol analyzer, FFT, counter, MSO

Ready to achieve MVP status? Go to the Scopes Learning Center:
www.keysight.com/find/ScopeMVP

o KEYSIGHT
Buy from an Authorized Distributor: TECHNOLOGIES
@microlease QS ) TESTEQUITY Unlocking Measurement Insights
elementiu

Agilent’s Electronic Measurement Group is now Keysight Technologies.
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Modem Modules

Radicom Research has been
building standard and custom
OEM modem modules for
the past 20 years. We offer
fast turn-around times at a
very competitive price.

WiFi802.11b/gln ¥
USB & Serial interfaces
-40°Ci to +85°C operating temp.
Available AF, Router & Device

BLUETOOTH® Modules

Classic & V4.0 BLE

SPE, HID, HCI, A2DF, USB, 12S
-40°C to +85°C operating temp.

PSTN Modems

USB, Serial, R§232, ISA, PC104
Leased-line & Dial-up
-40°C to +85°C operating temp.

Y Radicom

Affordabla Modem Technology

www.radi.com
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Editorial
BILL WONG | Embedded/Systems/Software Editor

bill. wong@penton.com

GPUs and
Deep Learning

eep learning, or deep neural nets (DNNs), is the tech-

nical craze these days. It is targeting everything from

self-driving cars to tagging photos. DNNs are just one
of many artificial intelligence (AI) research areas. It has become
more popular as processor performance has increased, allowing
more complex systems.

DNNs require matrix number-crunching capabilities found in
FPGAs and GPUs. GPUs are now the target for a number of DNN
platforms. NVidia’s Tesla P100 GPU (Fig. 1) is designed to tackle
applications like deep learning neural nets. The Tesla P100 can LAY R ER A -
deliver 21 TFLOPS of 16-bit floating point that is ideal for DNN 1. Nvidia’s Tesla P100 GPU is designed to tackle applications like
applications. It employs CoWoS (Chip-on Wafer-on-Substrate)  deep learning neural nets.
with HBM2 (high bandwidth

memory version 2) technol- BATA N & N e Sk
ogy. AMD used HBM on its ” ! fafe b ]
Radeon R9 GPU (see “Best of - B E =
2015: High Bandwidth Memory G
Helps GPU Deliver on Perfor- Gk o E ¥ o k “
mance” on electronicdesign. —— 25 2 tfﬁ;‘,éf}';; . B
com). The Tesla P100 has four ot % g Y
NVLinks allowing multiple s ( i ! iy
chips to be combined into a ) :
S

single compute node. . e —

NVidia’s chip supports the = e
CUDA programming envi- i M i
ronment. The Cuda DNN 2. The Tensorflow webpage demonstrates different neural net configurations.
(cuDNN) runtime targets
DNN frameworks like TensorFlow, an open-source software library for numerical computa-
tion. You can check out the TensorFlow Playground (Fig. 2) website at http://playground.
tensorflow.org to see how TensorFlow and neural networks operate by changing variables such
as the number of nodes and layers. e ;

DNN will not solve all Al problems and it is not necessarily a magic bul- i JOIN US ONLINE  twittercom/ElectronicDesgn :
let for applications, but it is a valuable tool that is becoming more practical become a fan at facebook.com/ElectronicDesign ﬂ

for general use. &2l
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ELECTRONIC "TATTOOS”
for Healthcare Shift to
Gather Business Data

Schlatka maintains

at the company he

ound is focused on
healthcare. As vice president
of corporate development at
wearable healthcare startup
MCI10, he helped supervise the
release of the company’s first
product, BioStamp, an elec-
tronic skin patch filled with
advanced sensors that record
and transmit data about a per-
son’s muscle activity and nerve
health.

But another feature of the
electronic patch has enticed
industries far outside health-
care. The Massachusetts-based
company builds extremely thin
and flexible electronics that
mimic human skin. These can be glued directly onto the skin
and, using a smartphone or other device, transmit data into the
cloud. The information is meant to be accessed by doctors and
researchers, or analyzed by software programs.

Now, MC10 is turning its healthcare technology over to busi-
nesses looking to create new experiences for their customers
and exploit new methods for gathering data. The company
recently licensed one of its products, an electronic patch that
resembles a temporary tattoo, to the manufacturing consulting
firm PCH.

The “electronic tattoo” is a combination of advanced poly-
mers and stretchable metal interconnects known as the Wear-
able Interactive Stamp Platform, or WiSP. No larger than a
postage stamp and as thin as a human hair, these devices consist
of an antenna and thinned near-field communication chip

10

MC10’s electronic “tattoos” consist of an antenna and thinned near-field communication chip mounted

onto a stretchable adhesive. (Image courtesy of MC10)

mounted onto a stretchable adhesive. The device is passive and
sends data through NFC-enabled smartphones or readers into
the cloud.

In healthcare, WiSP devices are intended to complement
more sophisticated medical sensors, storing “a single piece of
information that could be read episodically;” Schlatka said in a
phone interview. The WiSP devices that MC10 has built itself
contain sensors that capture electrocardiograms and logged
heart rates in real time.

While the Biostamp can be recharged and reused, WiSP
devices are low-cost and disposable, Andre Yousefi, co-founder
of Lime Lab, the design engineering division of PCH, said in
an e-mail. The electronic tattoos could be handed out instead
of tickets at a concert or paired with a smartphone to let people
make payments with the patch on the back of their hand. PCH

JUNE 2016 ELECTRONIC DESIGN



is “already in discussions with several major brands in these
categories,” he added.

Businesses can also build custom sensors into the devices
and program the NFC chip to perform different tasks, like give
someone backstage access at a concert. “Our partnership with
MC10 opens the door for other brands to develop consumer
applications using this unique wearable platform. The stamp is
highly customizable, allowing brands to create personalized and
engaging experiences,” Liam Casey, chief executive of PCH, said
in a statement.

The possibilities for WiSP underline the increasingly porous
boundaries between healthcare, consumer electronics, and
businesses now that everything seems ripe for data mining.
Most wearables have skirted around healthcare by making
devices that collect data on personal fitness. These fitness track-
ers have inspired a new kinds of smart bracelets, like Disney’s
MagicBand, which allows guests at Disney World to access
parks and make contactless payments.

The first commercial products based on the “smart stamp”
were stretchable sensors designed by LOreal to monitor expo-
sure to ultraviolet light. The My UV Patch, which was revealed
earlier this year at the Consumer Electronics Show, contains
dyes that conform to a persons skin tone and react to sunlight.
Take a picture of the patch or wave your smartphone over it, and

amobile app determines how badly your skin has been exposed.

PCH has floated other ideas about the technology’s potential.
Guests at an amusement park, for instance, could wear WiSP
devices programmed to allow access to the rides and to other
attractions. Credit-card information could also be uploaded to
the chip, which provides 32-bit data protection, so that people
could buy food or souvenirs by waving the patch over a termi-
nal. The stamps can be glued onto skin for up to two days and
when guests leave the park, they peel off the device and it can
no longer be read. The amusement park could use the data
gathered by WiSP to track the flow of guests and what they used
their patches for.

In the meantime, MC10 is keeping its roots in healthcare.
John Rogers, a material scientist from the University of Illi-
nois, helped found the company as an outlet for flexible elec-
tronics research in 2008. And his research is still focused on
healthcare devices such as flexible sensor circuits that can be
wrapped around the human heart and pressure sensors that can
be implanted in the skull to monitor brain trauma.

While these sensors are not likely to help people get into
concerts or make mobile payments, they underline the unique
changes in how we interact with electronics. “The goal is really
to blur the distinction between man-made electronic systems
and biology;” Rogers said. —James Morra
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News

TOYOTA TURNS ENTIRE CITY
intfo Connected Vehicle Testing Ground

WHILE TECHNOLOGY COMPANIES are fielding small fleets of autono-
mous vehicles around the United States, Toyota is planning to
muster 5,000 vehicles that communicate with each other and
infrastructure in a single city. The enormous scale of the tests could
help automakers and regulators understand how cars might share
information to make driving safer.

The experiment will take place on the streets of Ann Arbor, Mich.
with thousands of volunteer drivers, turning the city into a huge
testing ground for connected vehicles and infrastructure. Toyota,
the world’s largest automaker, is partnering with the University
of Michigan Transportation Research Institute, which has helped
develop similar projects with the Department of Transportation.

Autonomous vehicles will have to be connected to each other
and infrastructure like traffic lights before they can reach the mass-
es. By sharing position data with other cars on the road and the

i\

surrounding infrastructure, these connected vehicles could avoid
accidents with greater sensitivity or prevent distracted drivers from
running red lights. These are also connected to the internet, giving
drivers access to services that they might expect from a smart-
phone.

Drivers who agree to participate in the experiment will install a
small data-collection device in their trunk, while placing an antenna
near the windshield and another antenna on the trunk lid. The
device will constantly exchange speed and position data with other

CYPRESS Acquires Broadcom'’s Wireless loT Business, Loses Long-Time CEO

CYPRESS SEMICONDUCTORS HAS agreed to buy Broadcom
Limited’s wireless Internet of Things business for $550 million,
further pushing its integrated chipsets into things like wireless
sensors, smart home devices, and industrial equipment.

Under the terms of the deal, Cypress will absorb Broadcom’s
Wi-Fi, Bluetooth, and ZigBee products and intellectual property.
The company will also acquire the WICED developer platform,
a software development kit for building internet-connected sen-
sors. Cypress is planning to target Broadcom chips mainly at
consumer electronics and connected and autonomous vehicles.

T.J. Rodgers, chief executive of Cypress, stressed that the
deal would enable the development of end-to-end embedded
systems. Along with the announcement, Cypress outlined plans
to combine the new wireless chips with its low-power program-
mable chips and microcontrollers, which are already used in
consumer electronics and automobiles.

“With our loT connectivity products, Cypress will be able to
provide the connectivity; the MCU, system-on-chip, module and
memory technologies; and the mature developer ecosystem,”
Stephen DiFranco, Broadcom’s loT general manager, said in a
statement.

Broadcom'’s wireless l0T products were only a drop in the
bucket of the company’s entire business over the last year.
Those products earned only $189 million in revenue during that
time, according to the company’s financial results. Once the
deal has closed, Broadcom will have further trimmed down its
encyclopedia of products, formed after the merger with Avago
Technologies last year.

Broadcom said in a statement that it would continue making
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wireless chips for markets unrelated to the Internet of Things,
including set-top boxes, wireless equipment, laptops, and
smartphones. The deal, which has been approved by both
Cypress and Broadcom boards, is expected to close in the third
quarter of 2016.

The agreement came on the heels of Cypress'’s first-quarter
earnings results. The company reported revenues of $425.2
million on $0.07 earnings per share, a decline of 6.8% from last
quarter. In recent months, the company has been running wafer
production lines slower than actual demand in an attempt to
burn off excess inventory. It has also struggled to integrate sev-
eral new manufacturing plants acquired from Fuijitsu.

Since the company merged with Spansion last year, Cypress
has introduced two new 40-nm, ARM-based microcontrollers,
one designed for automobiles and the other for cheap, high-vol-
ume consumer electronics. Over the last year, the company has
introduced 2,472 new products, most of which are automotive
and industrial versions of 44 new chip lines.

Coinciding with the Broadcom deal was the announcement
that Rodgers would step down as Cypress’s chief executive after
34 years in the position. Rodgers, who founded the company
in 1982, will remain on Cypress’s board of directors and lead
several technical projects. The company said it would begin an
internal and external search for his replacement.

“I have always planned not to be spending most of my time in
the last decade of my career immersed in the details of the oper-
ations,” he said in a statement. “And, to be completely candid,
the board and even the executive staff have urged me to bring
new blood into operations.”
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cars in the experiment and research equipment on certain roads

and intersections.

The drivers are not instructed to take specific routes, as the
researchers are trying to monitor everyday driving situations. The
test results could assist Toyota to develop new technologies like
automated braking and lane changes, which make driving safer for
human rather than taking their hands off the wheel.

“The current limitation of connected vehicle testing outside of

closed circuit test tracks is the lack of con-
nected vehicles,” the company said in a
statement. “In order to move autonomous
driving toward reality, testing requires more
cars, more drivers, and more day-to-day
miles traveled than any combination of
research facilities could support.”

Toyota’s approach stands in contrast
to other forms of testing, like laboratory
simulations and driving on closed-circuit
tracks. Google X, the division of the search
engine’s parent Alphabet that develops
autonomous cars, pioneered the practice
of sending a handful driverless cars into cit-
ies around the United States. The company
says that its cars have driven almost two
million miles without any accidents.

These tests, which seem to preach the
quality over quantity of research data, have
occasionally been criticized by researchers.
Last month, Duke University robotics pro-
fessor Mary Cummings testified to the Sen-
ate that autonomous cars were “absolutely
not ready for widespread deployment.”
She cited the glaring lack of research
data—especially on autonomous vehicles
driving in snow and rain—and certification
programs from government regulators.

Google’s “two-million-mile assertion is
indicative of a larger problem in robotics,
especially in self-driving cars and drones,
where demonstrations are substituted for
rigorous testing,” Cummings said in her
testimony.

Ann Arbor has slowly become a focal
point for more rigorous testing into con-
nected and autonomous vehicles. In 2013,
the University of Michigan partnered with
the Department of Transportation to con-
nect nearly 3,000 cars and trucks in the
Ann Arbor area. Over the next few years,
the goal is to equip 6,000 more vehicles,
including motorcycles and bicycles—even
pedestrians —with wireless equipment.

GO TO ELECTRONICDESIGN.COM

Toyota’s plans were revealed not long after the company
announced its third artificial intelligence and robotics center, which
will be located in Ann Arbor. The company has already established
two other centers, one in Palo Alto, Calif., adjacent to Stanford
University, and a second in Cambridge near the Massachusetts
Institute of Technology. Last year, Toyota said it would invest $1 bil-
lion over the next five years in these research centers.

—dJames Morra
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Whatis
Industrial IoT?
Find out how

it differs from
consumer IoT
applications and
why it is important
to industrial
applications.

14

Is the Internet of Things (IoT) the same as
Industrial IoT (IToT)? Yes and no.

Yes, both are such broad terms—Ilike the “cloud”
and the “internet”—that they encompass almost any con-
nected device, with IIoT leaning toward industrial applications. The
challenge is that many applications destined to be categorized as IIoT will
fall exclusively within the realm of industrial deployment, such as factory or
warehouse automation. Meanwhile, applications like industrial lighting slip
into the consumer or enterprise side, since at least the control applications run
on user’s smartphones or tablets.

The basic IoT environment links devices (or edge nodes) to the cloud, often
through gateways. These days, the cloud typically refers to computation and
storage resources connected to the internet. IoT services like analytics and
management tools utilize the data in the cloud. The raw and processed infor-
mation is accessible via user interfaces, from smartphones to PCs.
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Industrial IoT

1. At a high level, loT and lloT have the same architecture using the same protocols. lloT
tends to have a more cooperative device environment, while loT tends to have devices that

are paired with users.

SO WHAT IS IIoT?

Taking the most general view, IIoT is essentially machine-
to-machine (M2M) support extended into the cloud. In this
sense, IIoT is not really a new idea but, rather, new terminol-
ogy describing existing systems. The big difference is how
existing systems are changing and how available these tech-
nologies will be.

For example, large industrial organizations usually have
networked control and management of their systems, and
this is tied into a corporate server environment that will pro-
vide information that can be used to track the system. This
can allow predictive analysis to anticipate failures so that
maintenance can be done prior to a failure occurring. These
systems may be built on lower-level standards like Ethernet,
TCP/IP, and SQL, but they were typically developed internally
for a company.

The reason IoT and IIoT tend to overlap during any IoT
discussion is that the tools and overall architecture for both
tend to be the same (Fig. I). They use higher-level protocols
on top of TCP/IP like MQTT and CoAP for data exchange
(see “MQTT and CoAP: Underlying Protocols for the IoT” on
electronicdesign.com).

The traditional cloud architecture (Fig. 2) simply uses
embedded software on the Operations Technology (OT) plat-
forms to push data to the cloud where Information Technol-
ogy (IT) environments can both process it and provide it with
users. This tends to be only a slight improvement over non-
cloud environments.

Advanced IIoT environments (Fig. 3) move more system
intelligence from the IT side to the OT side. This provides
microcontrollers and embedded platforms with easy access
to cloud environments, as well as access to data to authorized
devices and users.

Chip Downing, senior director for Wind River’s Aerospace
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and Defense division, notes, “Advanced
sensor-to-cloud architectures enable sys-
tems intelligence along the entire path of
business intelligence so decisions can be

PC made autonomously on the OT side, on the
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side of running the day-to-day operations,
enabling business intelligence in the IT side
to focus more on business analysis, strategy,
and the optimized flow of required assets
and money”

These more advanced IIoT environ-
ments are targeting a range of application
areas from smart factories to smart cities.
The idea is to provide more information
throughout the environment, and to allow
more dynamic distribution of data and
applications.

In general, IToT tends to have a more

Laptop

Tablet

Smartphone

structured connectivity environment because the system is
more mission-critical than typical IoT applications. Response
time tends to be an issue, whereas an IoT application like a
fitness tracker can often store data until a wireless link is avail-
able. IIoT also tends to target existing equipment and stan-
dards, while consumer IoT devices are often new products.

IIoT STANDARDS

IoT environments span a wider range of communication
and services than previous models. This means there is a wider
range of companies involved. It is also why IoT development
and deployment tend to be more complicated and expensive,
although in theory, the resulting system should be more effi-
cient, more flexible, and ultimately reduce costs while provid-
ing more functionality.

A number of visions and consortiums have arisen around
IoT and IIoT. For example, Platform Industrie4.0, or Industry
4.0, is the vision behind the 4th Industrial Revolution that has
been associated with the smart factory. The four primary char-
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2. The traditional cloud architecture has data moving from the right
to the left, from sensors to embedded platform aggregation to an IT
system, then pushed to a cloud environment, and then finally to the
user. This is only a slight improvement over non-cloud environments.
(Courtesy: Wind River)
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Industrial IoT

One of the big challenges for IIoT is safety and security, since
IIoT often links devices and services to the cloud that used to be

much more isolated.”

acteristics of Industry 4.0 include vertical integration of smart
systems, horizontal integration of global value chain networks,
integrated product life cycle management, and incorporation
of new and existing technologies.

Industry 4.0 has six design principles: interoperability, vir-
tualization, decentralization, real time support, service orien-
tation, and modularity.

A host of consortia has

IIoT SAFETY AND SECURITY

One of the big challenges for IIoT is safety and security,
since IIoT often links devices and services to the cloud that
used to be much more isolated. In many cases there was an “air
gap” between an unconnected device and a corporate network
or the internet. Providing a network link allows real-time
communication and often brings data to the cloud that was
not obtainable in the past.

/JV \x
arisen to address different 2 D ] Most IoT frameworks or
IIoT aspects. For example, the | Intelligence Aggregated data ) protocols incorporate one or
Open Connectivity Foundation A % more aspects of security such
} Sensor data’) . .
(OCF) incorporated the Open o Asencryption of communica-
Interconnect Consortium (OIC) £ T = or 8 tion links to authentication of
specifications, and the IoTivity 3 A data or commands. Some even

open-source IoT framework.
It highlights the difficulty of

working with IIoT because of 3. 1loT is a more integrated architecture that blends IT, OT, and

the range of alternatives avail-
able. For example, IoTivity is
one of many IoT frameworks.

There are also other groups that address aspects of IoT
and IIoT, such as the AllSeen Alliance and the Thread Group
(see “Gallery: Threading FTF 2015 on electronicdesign.com).
These target specific aspects of IoT and IIoT, and their stan-
dards are often referenced by other organizations as part of a
higher-level IoT/IIoT standard. The AllSeen Alliance provides
services that enable connecting IoT devices together, while the
Thread Group defines a wireless ecosystem for the OT device
side of things.

The Industrial Internet Consortium (IIC) is part of the
Object Management Group. IIC is focusing on IIoT, or Indus-
trial Internet Systems (IIS) in IIC terminology, at a systems
level rather than specifics like OCF’s IoTivity. IIS is divided
into five domains: control, operations, information, applica-
tion, and business. IIS is discussed in IIC’s Industrial Internet
Reference Architecture, which is more oriented toward system
models that can utilize different underlying technologies like
Thread or IoTivity.

The challenge with IToT systems is that they require
high-level specifications like IIC’s because IIoT systems tend
to be large and complex, incorporating end-to-end process
control and management. Specifications for each level of
functionality or communication are also required, so isolat-
ing them to specific areas such as Thread and local wireless
communication allows the standards to be both manageable
and understandable.
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the cloud so that aggregated data and computation are not
focused on one side or the other. (Courtesy: Wind River)

include support for security
policies and other security and
safety management. The prob-
lem is that an IToT environment
may incorporate a range of
frameworks and protocols that
have differing security features and management methods,
leading to complexity and possible configuration errors that
would allow security breaches.

Features like secure boot, security operating systems, and
secure communications are the basis for a secure IoT envi-
ronment, but even with all these in place it is possible to have
security problems that can crop up due to errors in applica-
tions, operating systems, or device drivers.

This is why a layered security environment is important for
IoT applications and why security needs to be of paramount
importance when designing and implementing the system.
It cannot be just the utilization of underlying security fea-
tures or adding features like encrypted communication
after the fact.

IIoT is the trend, but it will be challenging to incorporate
existing networked systems into an overarching ITIoT envi-
ronment. There is no one IIoT standard, and a single one is
unlikely given the plethora of conflicting and existing prod-
ucts and services that vendors have already.

Still, there will be a continued push to implement IIoT
because of the availability of more information for big data
analysis, as well as more real time information that will allow
more just-in-time (JIT) features—such as product and raw
material delivery, preventative maintenance, and real-time
information about the overall process in smart factory or
smart city environments. el

JUNE 2016 ELECTRONIC DESIGN


http://electronicdesign.com/dev-tools/gallery-threading-ftf-2015#slide-0-field_images-841131

The Ultimate
Power Couple

High Current MSD Series

Low Profile LPD Series

With their high K and small size, these 1:1 coupled inductors

are the perfect match for your SEPIC and flyback applications

Offered in eleven body sizes and hundreds
of inductance/current rating combinations,
our MSD/LPD families are perfectly coupled
to all your SEPIC and flyback designs.

The MSD Series offers current ratings
up to 16.36 Amps, low DCR, coupling
coefficients as high as K> 0.98, and up to
500 Vrms winding-to-winding isolation.

With profiles as low as 0.9 mm and
footprints as small as 3.0 mm square, the
LPD Series offers current ratings up to 5.6
Amps, DCR as low as 0.042 Ohms and
coupling coefficients as high as K > 0.99.

You can see all of our coupled inductors,
including models with turns ratios up to
1:100, at www.coilcraft.com/coupled.

(] ., '\.@.coilcmﬂdirectco

No min order. Next day delivery.

WWW.COILCRAFT.COM


http://www.coilcraft.com/coupled
http://www.coilcraft.com
http://coilcraftdirect.com

Special Report
MARIA GUERRA | Technical Editor

The Principles of

FPGASs

Field programmable gate arrays (FPGAs) were introduced more than three decades

ago, and since then they have evolved, giving way to new generations of FPGAs
with better logic density and performance that can be used in a broader range of

applications.

he first FPGA was invented by Ross Freeman

(cofounder of Xilinx) in 1985 and since then their

logic capacity has enhanced greatly and they have

become a popular choice because FPGA systems
can be reprogrammed after manufacturing to implement the
user’s final desired application. Some FPGAs can be repro-
grammed infinite times and some limited times.

In general terms, FPGAs are programmable silicone chips
with a collection of programmable logic blocks surrounded by
Input/Output blocks that are put together through programma-
ble interconnect resources to become any kind of digital circuit
or system. FPGAs developed from programmable read-only
memory (PROM) and programmable logic devices (PLDs).

Unlike processors, FPGAs are truly parallel in nature. Each
independent processing task is assigned to a dedicated section
of the chip. Therefore, the performance of one part of the appli-
cation is not affected when more processing tasks are added.

FPGA ARCHITECTURE

A precise architecture of an FPGA varies from manufactur-
er to manufacturer. Here, we present a generic FPGA structure
that contains the following elements:

« Programmable logic blocks: Logic blocks can be formed
from thousands of transistors to millions of transistors. They
implement the logic functions required by the design and
consist of logic components such as transistor pairs, look-up
tables (LUTs), and Carry and Control Logic (flip flops and
multiplexers).

20

« Programmable I/0 blocks: They connect logic blocks with
external components via interfacing pins.

 Programmable interconnect resources: They are electri-
cally programmable interconnections (pre-laid vertically and
horizontally) that provide the routing path for the program-
mable logic blocks. Routing paths contain wire segments of
varying lengths that can be interconnected via electrically
programmable switches. The FPGA density depends of the

SYMMETRICAL ARRAY ARCHITECTURE
OO0 OO OO

Logic Blocks

\:I/I:I

Switch Blocks

Interconnects

OO OO OO
\\
|:|\|:|

d\m/

OO OO 0O

1/O Blocks
1. Symmetrical arrays consist of a two-dimensional array of logic

modules interconnected by vertical and horizontal programmable
interconnect resources. (Courtesy of rfwireless-world)
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TYPES OF FPGAs

The routing architecture affects density
and performance of the FPGA. Based on
internal arrangement of blocks, FPGAs
might be classified into three categories:
o Symmetrical arrays: This arrangement
consists of logic blocks arranged in rows
and columns of a matrix and interconnect
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resources between them. This symmetrical matrix is sur-
rounded by I/O blocks that connect it to the outside world
(Fig.1).

» Row-based architecture: It alternates rows of programmable
interconnect resources with rows of logic blocks while the
Input/Output blocks are located in the periphery of the rows
(Fig. 2). One row may be connected to adjacent rows via ver-
tical interconnect.

« Hierarchical PLDs: These are designed in hierarchical
manner with the top level containing only logic blocks and
interconnects. Each logic block contains a number of logic
modules. And each logic module has combinatorial as well as
sequential functional elements (Fig. 3).

Based on programming technology type, FPGAs can be
classified into three categories:

+« SRAM-based FPGAs: Static RAM cells control pass-
transistor, transmission gates, or multiplexers. They can be
reprogrammed as the design evolves, but when the power is
off the programming is lost and they need to be configured
upon start. Therefore, they need an external memory to store
the program.

« Antifuse-based FPGAs: They use an antifuse CMOS tech-
nology and once the FPGA has been programmed, it can-
not be reprogrammed. They retain their program when the
power is off.

« Flash-based FPGAs: They use floating gate cells as switches
that improve area efficiency. They do not lose information
when the device is powered down. This technology does not
need an external memory to store the program, but they can-
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not be reprogrammed intinite times due to charge buildup
in the oxide.

POWER CONSUMPTION

FPGAs consume much more power than ASICs because
they have a large number of transistors per logic function in
order to program the devices. FPGAs with low power con-
sumption are ideal and they represent a challenge for FPGAs
manufacturers. There are three types of power consumption
that should be taken into account to design an efficient FPGA:

ROW-BASED ARCHITECTURE

1/O Block | Interconnects
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Blocks
2. Row-based architecture consists of rows of logic blocks that are

separated by programmable interconnect resources. (Courtesy of
tutorial-reports)
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« Static power: It is the power consumed by transistor leakage
when no signals are toggling.

« Dynamic power: It is the power consumed by signal tog-
gling and capacitive load charging and discharging during
the operation of the circuit.

« Input/output power: I/O power includes the power con-

sumption consumed by I/O blocks, including general-purpose

1/0s and high-speed serial transceivers.

There are many power-reduction design techniques used
for different FPGA manufacturers. There are many factors
that need to be taken into account to analyze and balance
to obtain low power consumption, e.g., type of application,
programming technology, right architecture, right software
power optimization, etc.

APPLICATIONS

Modern FPGA s are used across several markets; some of the
latest applications by market include:

» Energy: Renewable energy sources (e.g., solar and wind
power) are reliable and are found more often as part of a smart
grid where standards are still evolving. An optimal control for
smart grids requires end-to-end communications and effi-
cient power networks, especially in transmission and distribu-
tion (T&D) substations. To support automation, the equip-
ment needs to monitor, control, and secure the grid in real
time for more efficient management of peak demand loads.

Altera offers several solutions to enhance smart-grid equip-
ment reliability. For example, the PRP/HSR GbE switch on a
Single Cyclone V FPGA supports hardwired, real-time switch
performance and reduced latencies. It meets the performance
requirements of Gbps Ethernet traffic with PRP/HSR redun-
dancy and evolving PRP/HSR standards.

For easier PRP/HSP implementation, Altera teamed with
Flexibilis (a provider of networking equipment and technolo-
gies based on industry-standard technologies and protocols
for smart-grid substation automation). The Flexibilis Redun-
dant Switch can be easily implemented on an Altera FPGA and
is fully compliance tested on the Altera Cyclone family.

« Automotive: Microsemi FPGAs enable automotive origi-
nal equipment manufacturers (OEMs) and suppliers to build
innovative safety applications such as adaptive cruise con-
trol, collision avoidance, and blind spot warning. Microsemi
SmartFusion2 SoC FPGAs and IGLOO2 FPGAs offer security
(e.g., information assurance, anti-tamper, hardware security),
reliability (through flash, FPGA fabric provides SEU immuni-
ty, error-corrected memories) and low power (e.g., industry’s
lowest static power, low-power modes for on-chip peripher-
als). Microsemi flash FPGAs offer low static power due to low
leakage and can operate in low-power Flash*Freeze mode for
low-duty-cycle operations.

« Aerospace and defense: Xilinx offers rad-hard and rad-
tolerant FPGAs that meet the performance, reliability, and

22

HIERARCHICAL PLDS ARCHITECTURE
1/O Block | I;Ic;?:ll::s

1 1 —
<1 [

L] [
<] [~

aslif
1 .

1/O Block nterconnects

1/0 Block

IR

1/O Block

-
]
il

3. In a hierarchical PLD, each logic block contains a number of logic

modaules. (Courtesy of tutorial-reports)

lifecycle demands of extreme environments, while enabling
greater flexibility than feasible with traditional ASIC imple-
mentations. Xilinx offers two space-grade product families:
Virtex-5QV FPGAs and Virtex-4QV FPGAs.

The Virtex-5QV FPGA is a rad-hard reconfigurable FPGA
for processing-intensive space systems. The Virtex-4QV
FPGAs are SRAM-based FPGAs that are guaranteed for total
high-level ionizing dose and single-event latch-up immunity.
Extensive single-event upset (SEU) characterization is per-
formed and reported by the Single-Event Effect Consortium.

« Analog: FPGAs can be used to perform data-conversion
tasks as well. Altera has the MAX 10 FPGA devices that feature
up to two integrated analog-to-digital converters (ADCs). You
can use the ADCs to monitor many different signals, including
on-chip temperature. With 12-bit resolution, it can translate
analog quantities to digital data for information processing,
computing, data transmission, and control systems.

CONCLUSIONS

Modern FPGAs are very reliable devices with strong advan-
tages: reprogrammability and fast time-to-market concept
with no up-front non-recurring expenses (NREs). With their
rapid prototype capabilities, a concept can be verified in hard-
ware very fast, while in field-reconfiguration can keep up with
future modifications without modifying the board layout.
In the past, FPGAs were selected for lower speed and lower
volume designs, but today they are still evolving and many can
now successfully perform in a wider range of applications. &2l

REFERENCES:

1. Altera, “Overcoming Smart Grid Equipment Design Challenges with FPGAs”

2. Xilinx, “Space-Grade Virtex-4QV Family Overview”

3. Altera, “MAX 10 FPGA Device Overview”

4. Microsemi, “ Automotive FPGAs & SoC FPGAs”

5. Farooq, Umer, Marrakchi, Zied, Mehrez, Habib, “Tree-based Heterogeneous
FPGA Architectures”
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Industry Trends
WILLAM WONG | Technical Editor

NVMe Bids 1o Win the
STORAGE WARS

What'’s trending in storage? Changes in form factors and interfaces seem to have put

the spotlight on NVMe.

monopoly could well be forming before our

eyes in the storage arena, and it’s known as

NAND flash memory. Storage form factors

are changing, as are the interfaces involved
with Non-Volatile Memory Express (NMVe)—all of it push-
ing the performance envelope even further.

A form-factor connector making a splash in this space is
U.2 (Fig. 1), formally known as SFF-8639. Available on the
2.5-in. Enterprise Form Factor, it actually supports up to four
SAS/SATA interfaces and PCI Express x4, including dual port
configurations. In addition, the connector provides power
and an SMBus interface, not to mention its support for hot-
swapping. The U.2 PCI Express interface is on par with the
M.2 PCI Express interface (see “Whats the Difference Between
M.2 Modules?” on electronicdesign.com,).

There are two performance reasons for moving to PCI
Express rather than SATA or SAS. The first is scalability: Mul-
tiple PCI Express lanes can be used to provide more through-
put (for example, x1 and x4 M.2 devices are available). Second,
PCI Express lowers overhead and latency, because no addi-
tional controllers are needed between the host and the drive.

A drive needn’t use all of the interfaces. A motherboard or
controller can implement multiple interfaces, allowing it to
support different types of drives. For example, a motherboard

1. The U.2 connector, formally known as SFF-8639, supports up to
four SAS/SATA interfaces and PCI Express x4, including dual port
configurations.
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could support SATA, SAS, and PCIe/NVMe drives. Drives like
Intel’s 750 Series typically implement a single interface. In this
case, the PCI Express x4 interface provides support for NVMe.

Platforms such as Super Microcomputer’s (SuperMicro) 2U
SSG-2028R-NR48N (Fig. 2) and Dell’s 2U PowerEdge R820
offer support for NVMe solid-state drives (SSDs), as well as
SATA and SATA drives. The PowerEdge R820 features 16
drive slots with up to four Intel E5-4600 processors plus 1.5 TB
of DDR3 DRAM. Meanwhile, the SSG-2028R-NR48N packs
in two banks of 2.5-in. hot-swap NVMe drives supported
by a pair of Intel E5-2600 processors and up to 3 TB of DDR4
DRAM.

PCI Express adapter cards support this type of drive, but
most applications instead will utilize PCI Express SSDs. For
motherboards with M.2 sockets, Asrock offers a U.2 Kit that
plugs into an M.2 socket with Mini-SAS connectors that are
linked to a U.2 drive via a cable.

At this point, enterprise applications are pushing NVMe
drive support. However, embedded applications such as data
logging and video processing will begin to demand the per-
formance and flexibility available with the U.2 form factor.
Needless to say, the drive form factor provides a modular
implementation that’s highly desirable. &2l

2. SuperMicro’s SSG-2028R-NR48N squeezes in two sets of 24 banks
of 2.5-in. hot-swap NVMe drives.
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Product Trends
WILLAM WONG | Technical Editor

Automated Tools Augment
Programmer Efficiency

Style checkers and static-analysis tools are ways to improve code quality. We examine

some of the alternatives in this space.

ow do you improve the output capability and

quality of embedded programmers? One way is

to give them better tools such as static-analysis

and compliance tools. They tend to be manda-
tory in embedded arenas such as military and avionics, but—
according to the latest Barr Group survey—less prevalent in
general (see “Survey Results Reveal Embedded Safety and Secu-
rity Trends” on electronicdesign.com).

The challenge isn’t just getting the tools into developers’
hands, but also getting developers to use them. While training
definitely helps on the latter front, developers often discount the
value of these tools.

There are a variety of myths about them as well that are eas-
ily debunked (see “11 Myths About Software Qualification and
Certification,” p. 28). For example, these tools are not just for
military and avionics applications.

Another myth is that the tools can be expensive to buy and
use. That myth has a few more caveats, because most of these
tools aren’t just simple static-analysis tools. They are often part
of a coordinated suite of tools that include things like code
coverage analysis, coding standards compliance, requirements
traceability, code visualization, and more. Some companies sell
their tools unbundled, possibly reducing the initial cost. Some
developers may already have similar tools in their toolbox.

The more difficult problems include trying to justify the
cost of these tools and incorporate them into the development
process. The latter is easier at the start of a project because bad
habits are more easily corrected. Adding the tools to the mix of
an existing project often generates many new bugs.

The discussion about these types of tools has been ongoing,
so why is it more important now? One reason is the rise of the
Internet of Things (IoT). The IoT inherently requires a wider
range of coding to occur from embedded devices through the
cloud, all of which are prone to errors and security issues. The
systems tend to be beyond the scope of a single person to imple-
ment and execute, making these types of analysis tools more
valuable; they provide a more consistent development environ-
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SOURCES OF EMBEDDED CODE

™ Commercial third-
party software

1 Open-source third-
party software

1 In-house

developed code

24.4%

Source: VDC Research, 2016
Most embedded code is still developed in-house.

ment across the IoT platforms, in addition to detecting bugs.

According to VDC Research, most code for embedded appli-
cations is developed in-house (see figure). Still, this code may
make use of third-party, open- or closed-source libraries and
runtime. Good programmers using good programming prac-
tices are useful for the code they generate, but what about third-
party code? Most developers have access to the source code, so
the standard analysis tools can handle it, but code is sometimes
available only in binary form. Grammatech’s CodeSonar sup-
ports a mixed-mode analysis that can analyze binary code,
allowing third-party libraries to be checked.

Automated tools like static analysis can pay huge dividends in
the long run. They are worth checking out if you are not already
using them since they can improve code quality, reduce delivery
times, and provide an edge over the competition. The challenge
in comparing tools will be the variety of options and variance in
features between different vendor products. Features like code
coverage and standards compliance tend to be common, but
other features may be unique.

Ultimately, deciding on what tools will work best with your
current development process can take a good bit of time and
effort. It is not something to be done in an afternoon discussion
while running through a checklist. &8
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JAY THOMAS | Technical Development Manager, LDRA

11 Myths About Soffware

Qualification
Certification

and

Common misconceptions about quality-code development practices in the embedded-
device and software-development lifecycle create a false sense of safety, security, and

quality within the industry.

ith software taking on  [omsmamnms
an ever-greater role
Standard
in embedded systems, | oo
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companies are realizing
that “quality code” requires more than just
the developer’s claim. Even for systems that
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tional safety or security, software qualifica-
tion is becoming more common. After all,
who really wants to risk expensive field sup-
port, product recalls, or even legal action if
the software fails? Still, at least 11 myths con-
tinue to circulate about software qualification
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and certification.

1. Software certification only applies to avion-
ics applications/doesn’t apply to my industry/
isn’t possible.

This myth is often tied up in semantics. For
instance, the U.S. aerospace industry requires
software to be qualified to specific standards in order to certify
systems. And while software isn’t required to be certified in
other U.S. markets yet (the situation varies by industry and
geography), discussions along these lines are underway in
many safety-critical industries, including medical, nuclear
power, industrial, and automotive. Whether certification is
required or not, software developers who can prove compli-
ance to international quality standards can offer confidence to
both OEMs and operators that the software in the device will
behave as expected.

2. Software certification is only important to government regu-
lators and industry gurus.

As the market pushes for higher-quality software, par-
ticularly in safety- and security-critical industries, software
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2 Input: Design and coding guidelines Document (Artifact)
% Output: Deviation Justification Report (Artifact)
%% Output Code Review Report (Artifact)

1. Artifacts and assets can be linked to objectives to reduce risk and cost during the audit

process. (Photo courtesy of Jane Smith)

certification or qualification is becoming more mainstream.
Many software development and verification organizations
are being trained on compliance with functional safety and
security standards, especially as compliance becomes increas-
ingly important to the supply chain.

Even if software has yet to be formally regulated, large
OEMs may require suppliers to adhere to industry standards
such as IEC 61508 (industrial controls), IEC 62034 (medical),
ISO 26262 (automotive), IEC 60880 (nuclear energy), and EN
50128 (rail transportation). For instance, GM is now training
its software suppliers on formal development processes so that
they can provide an audit trail back to GM. Trained developers
can gain a competitive advantage by showing that they already
follow industry standards and best practices, and developers

JUNE 2016 ELECTRONIC DESIGN



E)

JG %8 8F 560N

who understand these process-
es can gain a career advantage

PR e p

T T e e

as well (Fig. 1).
3. Software qualification is too
expensive.

This myth is typically based
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on software qualification that’s
performed using traditional
manual methods. Compa-
nies that choose to use non-
automated tools, such as Word
or Excel, to track processes
can become hopelessly bogged

down. The process of devel-
oping and verifying software
needs to be formalized, repeat-
able, and measurable. (Photo courtesy of Jane Smith)

By leveraging automation
technologies, organizations can greatly reduce the effort and
cost of producing high-quality software and—depending
on the market and industry standards—certified software.
For this to be done cost-effectively, software organizations
need to rely on automation technology to perform the menial
tasks that often consume large amounts of time and human-
resource energy during the software development lifecycle.

4. I can do software certification cheaply without tools and
automation.

Software certification is simply not possible in a cost-effective
manner without software tools and automation. Without auto-
mated tools, developing and providing the evidence required
for software certification can be a resource-intensive, time-
consuming, and arduous task.

Luckily, many of these manually intensive development and
verification tasks can be automated. Some of the manual tasks
to consider for automation include requirements traceability
and impact analysis, static code analysis, manual code reviews,
structural coverage analysis, test-harness generation, test-case
generation and execution, regression testing, and documenta-
tion generation for compliance and audit trail evidence.

If automating these processes could save your development
team three months, for example (potentially 20% to 40% of the
overall schedule), it could result in several hundred thousand
dollars in reduced man-hour costs. Investing a comparatively
small amount into the tools that automatically link require-
ments to written code, as well as the subsequent tests, and auto-
generate documentation can save many times that amount in
labor costs and provide first-to-market advantages (Fig. 2).

5. Software qualification isn’t worth the cost.

Depending on the market, producing software that’s not
high-quality, certified, or qualified is simply not a business
option. Companies need to perform some level of risk analysis
to determine whether the costs involved in addressing market

GO TO ELECTRONICDESIGN.COM

2. Automated code-coverage results are displayed inline with system/file/function name to give you a
detailed overview of which aspects of the system meet the expected code-coverage levels or metrics.

requirements of security and safety are worth it. While formal
software certification can be expensive in terms of resources,
time, and money, so are product recalls, lawsuits, and brand
damage, especially if a software failure results in injury or death.
The question to ask is whether you can afford not to qualify your
software to safety or security standards. We only need to look at
the news to see examples such as Baxter’s multimillion-dollar
infusion pump recall or the Toyota recall of 625,000 hybrid
cars—both the result of software flaws.

6. You can rubber-stamp software certification after the fact.

Quality is an ongoing process of design, creation, and test-
ing. If you don't follow the process, you don’t get the quality,
and there’s no post facto rubber stamp that will fix it. Of course,
companies continue to try it—we typically read about them in
the news (see comments above about Baxter and Toyota). To be
performed effectively, software functional safety and security
simply must be built into the product from the ground up.

7. Using static analysis is enough to ensure quality code.

Static analysis can lead to higher-quality code by helping
ensure that the code is clear, concise, and maintainable, and that
it adheres to industry best-practice coding standards. However,
it's performed without executing code, so it only addresses one
part of the overall software-development lifecycle. Even if code
is perfectly written, it’s only correct if it meets project require-
ments. The bottom line? Static analysis is a great enabler, but no
panacea on its own.

8. Software certification can be accomplished without a formal
development process.

Software certification is about meeting and testing to estab-
lished software requirements. So while it’s possible to accom-
plish without a prescribed formal development process, doing
so is likely cost-prohibitive. Without artifacts, you will essen-
tially have to reverse-engineer your software after the fact in
order to document any development and test processes.

29


http://electronicdesign.com

Product Trends

This is bound to be error-prone,

ﬁd Low Level Requirements ]4— L3 Low Level Tests |

will take additional resources and

Low Level 7 =
developer time, and will delay time- Requirements g“!;ote\ieriﬁed g ’Ibte\'é”f"*d
. . to be verified ms ms
to-market. And if engineers have 17 Verified 21 Verified
41 Unverified 15 Unverified

to be pulled back into the project

because they are the only ones famil-
Wimeta @ | D
{41} Any Ttem

iar enough with the code, then this
approach could also impact sched-

T4 LRLO0M, Intialise Cell (1 Note) - Black, Jasors

& x

| [ g TELSE00:Veriy ¢ performuds described in LR35 in =

T3l LLR_0030, Sex Emergency output level Black Jos R i t s ::j‘;l‘;;_‘:x Associated i
ules for other products. A formal {gam b D] REQUITEMeNt | vewy| Testcase(s)  |fawonsey i
. . T3 LLR_00S0, Get Lamg Model Duo s 1] tO be verified W s ety | a0 o datails set to its defined emergency demand ..
development process in which cer- |5 e cetomg soset cude g | Tt verty coriitenty fot s e 558 3 m
: . . . T LLR.0080, Get Lamp Model Anncunces Biack, B TCLS14: Low i
tification is planned from the begin- |1 s satmptcsigisae - cosisa | 751 ey e it g g
E LLR_0100, Get Data and Read Content Cody B E E::ﬁmmh =Essica i file ::?o,‘,.. 'J'f H
1 % LLR 0110, Get Data and Read Corten 0L Mote) - Codylfin I that are copied into ZoneData are the are parsed from the .ini file
ning and managed throughout the 3 troum sanmumsteucener - T o i o .

: T3 LLF 0130, Set Lumens Qutput - Cody, Bill - | np obj -
development workflow streamlines ﬁJ — - e — -
and shortens verification, making ‘l = TS e —— : [T ———T o e, -

ideritder, ard a model iderher. L o ¢aded Lamp olredt

certification much more reasonable
in terms of the money and resources
required (Fig. 3).
9. Software certification is not pos-
sible with embedded targets.

In many safety- and security-critical applications, software

courtesy of Jane Smith)

certification must be done on the actual hardware platform
intended to be used for deployment. That said, software test-
ing and verification can often be performed in virtual or simu-
lated environments, and this simulated testing can help keep
software development on track during hardware development.

3. Reduce costs of authoring tests, linking to requirements, and performing impact analysis. (Photo

In those cases, it’s incumbent upon the software organiza-
tion to prove that the software proven in the virtual or simu-
lated environment is the same as the software being deployed
in the actual target environment. Tool suites are available,
such as those from LDRA, which have probes for embedded
hardware. This gives development teams the same test envi-
ronment for simulated and final hardware test.

/O

32 Bit Microcontrollers

Embedded. in-Life
AnLIIXYS Company

Zilog's Line of 32-bit Cortex-M3 based Programmable Motor Controllers

INE032! uses high performance 32-bit computing, 3-phase PWM generators, and high speed ADC units to provide an effective, low-cost system solution for motor applications.

ADC

Part Number Core ‘ Flash ‘ SRAM ‘ Max. Freq. Resolution TIMERS ‘ UART ‘ SPI ‘ 12C ‘ MPWM ‘ ‘ 1/0 Ports
732F06410AES | Cortex-M3 | 64KB | 8KB | 48MHz | 12-bit x 2-unit 1.5MS/s 6-16bit 2 1] 1 1 2-unit 11 ch 44 48 LQFP
732F06410AKS | Cortex-M3 | 64KB | 8KB | 48MHz | 12-bit x 2-unit 1.5MS/s 6-16bit 2 11 1 2-unit 8 ch 28 32 LQFP
Z32F12811ARS | Cortex-M3 | 128KB | 12KB 72MHz 12-bit x 3-unit 1.5MS/s 6-16bit 2 2 2 2 3-unit 16 ch 48 64 LQFP
732F12811ATS | Cortex-M3 | 128 2KB | 72MHz 2-bit x 3-unit .5MS/s 6-16bit 4 2 [ 2 2 3-unit 16 ch 64 80 LQFP
732F38412ALS | Cortex-M3 | 384 6KB | 72MHz 2-bit x 2-unit .5MS/s | 10-16bit+FRT| 4 2 [ 2 2 2-unit 16 ch 86 100 LQFP
732F38412ATS | Cortex-M3 | 384 6KB | 72MHz 2-bit x 2-unit .5MS/s | 10-16bit + FRT| 4 2 [ 2 2 2-unit 16 ch 64 80 LQFP

Key Features:

¢ High Performance Low-power Cortex-M3 Core ZNEO32! Evaluation Kits

* 64KB, 128KB, or 384KB Code Flash 732F0640100KITG ZNEO32! 64K Evaluation Kit
* Memory with Cache function 732F1280100KITG ZNEO32! 128K Evaluation Kit

* 8KB, 12KB, or 24KB SRAM

e 3-Phase PWM with ADC triggering function (1-2 Channels)
¢ 1.5Msps high-speed ADC with sequential conversion function
¢ Watchdog Timer

e External communication ports

¢ Six General Purpose Timers

¢ Industrial grade operating temperature (-40 ~ +85°C)

Typical Applications;

e BLDC/PMSM Motors

¢ OQutdoor Air Conditioners
¢ Washing Machines

* Refrigerators

" .
Design With Freedom
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Z32F06410AxS Block Diagram
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For more information about the ZNEO32! Series, Evaluation Kits, or to download product collateral and software, please visit www.zilog.com.
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10. You can build a safe system without security.

In today’s connected, Internet of Things world, an insecure
system is simply not a safe system. Reports of hacked medical
equipment, automobiles, and smart energy devices abound,
and systems with low-quality code are simply easier targets
for hackers. As a result, safety-critical software must be devel-

ldra.com/tool-suite). Today, agile develop-

ment environments can be less formal on

the surface; developing small pieces of code

in short sprints. However, the processes
used during sprints can still be automated and documented,
resulting in a series of short, less error-prone, and integrated
software sprints (Fig. 4). B

JAY THOMAS is technical development manager for LDRA Tech-
nology, San Bruno, Calif.
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RICHARD NEWELL | Senior Principal Product Architect

SoC Group, Microsemi Corp. (www.microemi.com)

The Biggest
Security Threats

Facing Embedded Designers

Software security alone is not enough to protect today’s networked devices and fielded
systems. What’s needed is a combination of both software and hardware security.

mbedded-system designers face a number of
threats to the applications that they develop for the
Internet of Things (IoT). One of the biggest threats
comes from subsystems that hackers can access,
such as commercial networked HVAC systems, wireless base
stations (e.g., small cells), medical devices and their controllers,
smart cars and the emerging networked transportation infra-
structure, home and industrial-infrastructure network gateway
systems, and remote industrial sensors. Factors that make IoT
endpoints especially vulnerable to security threats include:
Networked: IoT endpoints may be remotely accessible from
nearly anywhere in the world via the internet or other (e.g.,
phone) networks. Wireless connections, used in many IoT
devices, are especially vulnerable.
Fielded: 10T devices are often physically accessible, as well as
interconnected. This exposes them to additional hardware
attacks that do not usually need to be considered for systems
that may be networked but are physically protected by “guns,
guards, and gates”
Available: Samples are often easily available through purchase
or theft that can be analyzed at the adversary’s leisure.

There are definite safety aspects to poor security. An example
is the aforementioned connected car, including the Advanced
Driver Assistance System (ADAS) that encompasses intelligent,
interconnected Vehicle-to-Vehicle (V2V) and Vehicle-to-Infra-
structure (V2I) systems. Since vehicles are fielded systems, they
are accessible to people with malicious intentions. There can be
serious consequences—up to and including loss of life—if, for
instance, ADAS systems cannot ensure that V2V and V2I mes-
sages originate from a trustworthy source or are not modified
between the sender and receiver.
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Connected medical devices such as pacemakers and insulin
pumps, and many industrial systems, have obvious safety and
even homeland-security implications related to security vulner-
abilities. This is why recent revisions of functional safety speci-
fications such as IEC 61508 and the latest avionics standards
require good security, too.

With safety implications comes legal liability. Government
regulators such as the FDA are becoming more active in man-
dating strong security to protect consumers from security-
related safety, economic, and privacy threats. More and more,
companies are being fined or sued over badly implemented
security. One of the casualties can be a company’s hard-earned
reputation; and with a loss of revenue, employee job security.

SECURING THE IoT

Software security, alone, has proven relatively unsatisfac-
tory in protecting networked devices against known and freshly
discovered threats (so-called “zero day” vulnerabilities), and is
totally inadequate for the additional threats posed to fielded sys-
tems. What’s needed is a combination of software and hardware
security. Ideally, the hardware and software solution should
combat three types of security: design security, hardware secu-
rity, and data security.
Design security: This includes IP protection and ensuring that
configuration bit streams and firmware are encrypted and
protected. Designs need to incorporate a method to ensure
that overbuilding or cloning of the design is not possible. Field
updates to processor firmware or FPGA configurations need to
be authenticated and the payload kept confidential.
Hardware security: Designers also need to certify that user-
accessible devices are resistant to physical attacks. For example,
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Ultrathin Triple Output uModule Regulator for DDR, QDR
and QDR-IV SRAM Fits 0.5cm?2 Areu und Backside of PCB

Desigh Note 551
Sum Younhy und Afshin Odubuee

Introduction

Delivering the highest RTR (random transaction rate)
of QDR (quad datarate) SRAMs, QDR-IV provides upto
400Gbps datatransferfor high bandwidth networking,
high performance computing and intensive data
processing applications. A key challenge at these
faster data rates is maintaining the integrity of the
datatransferred betweenthe SRAMand devices such
as high speed FPGAs and processors.

Agood solutionisto place the SRAM—QDR-1V, QDR
or DDR, for example—uvery close to the interfaced
devices on the PCB’s topside. To conserve PCB area
and minimize induced PCB parasitic noise on data
bus lines, the DG/DC regulator circuit powering the
QDR-IV SRAM data bus drivers should be placed
nearby. The challenge is finding space for regulators
on a densely populated PCB.

Using a complete DC/DC regulator with onboard
inductorand MOSFETs housed inacompact package
is one solution. But the scarcity of area on the top
of the PCB can render even compact solutions
insufficient. If the footprint, height and weight of the
DC/DC regulator solution can be reduced enough,
it can be placed on the backside of the PCB where
space is available.

VTT, VDDA, Vggr from 12V)y in a Tiny Ultrathin
Package

The LTM®4632is a complete triple output step-down
pModule® regulator specifically designed to support
allthree voltage rails required by the new QDR-1V and
older DDRRAMs, housedina0.21g miniature ultrathin
profile LGA package (6.25mm x 6.25mm x 1.82mm).

Included inthe package are the switching controllers,
divide-by-2 circuit, power FETs, inductorsand support
components. Its tiny footprint and low external
component count (as low as one resistor and three
capacitors) occupies only 0.5cm?2 (dual-sided) or

1cm2 (single-sided) while its thin profile enables
mounting on the PCB bottom side to free up space
on the topside for super-compact board designs.

The LTM4632 operates fromaninputvoltage between
3.3Vand 15V, providing precision output rail voltages
between 0.6V and 2.5V. Its two switching regulator
outputs, Voyty and Voyro, provide up to 3Afor VDDQ
and +£3A for VTT bus termination rails, respectively.
Its third output provides a low noise buffered 10mA
output for the termination reference (VTTR) tracking
voltage. Figure 1 shows the LTM4632 circuit in
a typical DDR3 application, illustrating its simple
solution and small component count.

| | vDDQ

v PGOOD1 PGOOD2 —L_2opF 15V 3A
n av
36VT0 Vin iy 3
15V 104F RUN1  LTM4632 VIT
16V RUN2 Vout2 TQZuF 0.75V, £3A
| —1 !NTVee VrTR o
SYNG/MODE FB1 = .
= yppo ~| TRACKISST — COMP1 0.75V, 10mA
Vopain COMP2 |-
GND 60.4k

DNS51 FO1

Figure 1. Typical LTM4632 DDR3 Application

Powering More SRAM Modules

The LTM4632’s design flexibility enablesitto support
a broad range of application requirements. For
example, its VDDQIN input allows the VTT and Vggr
rail voltages to be set as either a typical 1/2 x VDDQ
voltage or programmed by an external reference
voltage for other values. The LTM4632 can be
configured as a two phase single output rail for VTT
in applications needing more than a +3A termination

L, LT, LTC, LTM, Linear Technology, the Linear logo, pModule and
PolyPhase are registered trademarks of Linear Technology Corporation. All
other trademarks are the property of their respective owners.
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rail current. These features allow the LTM4632 to
support voltage requirements for many different
SRAMSs and increase load current requirements for
larger memory arrays.

Figure 2 illustrates the flexibility of the LTM4632.
The two switching regulator outputs of the LTM4632
are connected in a PolyPhase® current sharing
configurationto provide up £t6AVTTforlargermemory
banks. For more than 6A VDDQ, the LTM4632 can
be combined with other uModule regulators, such as
the LTM4630, to provide up to 36A for large SRAM
arrays. Efficiency and power loss are shown in
Figure 3, with thermal performance for the LTM4632
shown in Figure 4.

vDDQ

‘I Vin Vourt 1.8V, 36A
224F LTM4630  Vout2 100|.|F
25V
I et GND __E
- _L -

Vin
45V T0 15V

PGOODT_PGOOD2
Enum LTMA632 vgur, 7gr 0 268
—=22F L{gyn2

v
T R

SYNC/MODE Bl |——
— —] TRACK/SS1 COMP1
= \VDDQ
—1 Vobain COMP2 :]
GND
1 DNSS51 F02

VITR
0.9V, 10mA

Figure 2. LTM4632 Two Phase Single Output +6A VTT
with 36A LTM4630 VDDQ Supply
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Figure 3. LTM4632 Efficiency and Power Loss. 12V
Input. (Figure 2 Design)

Tight Regulation with Fast Transient Response

The LTM4632’s unique controlled on-time current
mode architecture and internal loop compensation
allow for a fast transient with good loop stability

Data Sheet Download

www.linear.com/LTM4632

Figure 4. LTM4632 Thermal Performance. 12V Input,
3A. (Figure 2 Design)

over a wide range of operating conditions and output
capacitance. Voltage regulation for its switching
regulator outputs is precise, with guaranteed low
+1.5% maximum total DC output voltage error over
line, load and temperature.

Figures 5 and 6 show the fast transient performance
and tight load regulation of the LTM4632 VTT rail of
the Figure 2 circuit.
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AC-COUPLED i

LOAD STEP L
10ADIV ——

DNS51 FO5

10ps/DIV

Figure 5. VTT Load Step, -3A to 3A (Figure 2 Design)
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Figure 6. VTT Load Regulation (Figure 2 Design)

Conclusion

The ultrathin LTM4632 provides a complete high
performance regulator solution for all three rails
required in DDR/QDR RAM applications. Its wide
operating range, features and compact solution size
make it highly flexible and robust, and capable of
fitting into the tightest spaces on the topside and
backside of a PCB.
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differential-power-analysis (DPA) attacks can extract keys and
other vital device information. System boot-up needs to be kept
secure, not just from remote network-based attacks, but also
where the adversary has physical access.
Data security: This element ensures that communications into
and out of the system are authentic and secure, and sensitive
data stored in the system cannot easily be extracted.
Embedded-system program managers and development
teams must design these types of protections into their products
while best leveraging the characteristics of the underlying plat-
form. The result should be a robust protection network with no
single point of failure. Key methods for achieving this include:
Risk assessment: Perform a detailed system security evaluation
early in the architecture design phase, to assess critical system
data/functions, discover vulnerabilities, enumerate threats, and
outline the likelihood and consequence of system compromise.
Protection planning: Using risk assessments and any other
compiled data, developers should seek to understand protec-
tion implementation costs and design options for mitigating
identified system vulnerabilities and ensuring successful system
verification and validation.
Attack scenario testing: This can include a black-box approach,
pitting experienced reverse engineers with state-of-the-art
attack tools against a system in a deployed setting to reveal vul-
nerabilities that cannot otherwise be found during most other
evaluation exercises.
Side-channel analysis and mitigation: Side-channel attacks
like DPA are currently the most practical method for com-
promising cryptography implementations. It is important
to perform measurable, objective, and repeatable testing for
resistance to side-channel attacks for applications where adver-
saries have the ability to observe side channels (i.e., power
draw, timing, electromagnetic emanations) during on-device
cryptographic operations.

MEMORY ACTIVE SIDE CHANNEL
* Read (dump For example, glitch attack
object code)  BUS NETWORK ATTACK
* Replace * Monitor ® Protocal attack
o Reflash o Man-in-
the-middle ¢ Gain foothold

® Inject persistent malware

NVM

=

Embedded System
Processor

00000
O’

OPEN PORT
* UART
* JTAG

o Default pGSSWOI’d Source: Microsemi Corp.

1. Examples of some of the most common attacks on embedded systems.
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o Attack bad implementation

X PASSIVE SIDE CHANNEL

 Power analysis (DPA)
® Electromagnetic analysis

TYPICAL THREATS TO EMBEDDED SYSTEMS

The following are common attacks on embedded systems that
should be considered during the architecture and design imple-
mentation engineering phases (Fig. 1).

Network attacks: Though fielded systems are subject to new
threats, all of the existing battery of network attacks still apply,
too. Ideally, all network communication is authenticated and
encrypted using well-established protocols such as TLS. A
public key infrastructure (PKI) can be used by both remote
endpoint devices (clients) and servers to ensure that only com-
munications from properly enrolled systems are accepted by
the parties to the communication. A strong hardware root of
trust can provide this secure “identity” for the system, provid-
ing unique-per-device keys linked to the hardware and certified
in the user’s PKL

Active side-channel attacks: The most common active attack
is to use voltage glitches on the power supply of the proces-
sor to cause an “interesting” malfunction at a critical juncture
in the execution of the embedded program. For example, the
infamous attack on the Sony Playstation, which started a chain
of events that allegedly cost Sony $1 billion before it all played
out, started as a glitch attack. It allowed the hacker to enter a
privileged processor state where he could then dump all of the
code, whereupon a cryptographic implementation flaw was
found. Game over!

Memory and bus attacks: If the hardware is physically avail-
able and insufficiently protected, it may be possible just to read
the contents of memory directly from an external program-
mable read-only memory (PROM) or external RAM memory
chip, or by probing the connecting bus. It is generally good
practice, and not that difficult, to encrypt and authenticate all
static data, such as firmware stored in PROMs. Lack of memo-
ry encryption in a smart electric meter design was reportedly a
critical factor that led to an estimated $400 million annual loss
by a power company.

Another example is the so-called Cold
Boot Attack, where the memory (a bank of
SDRAM chips, for example), is chilled, quick-
ly removed, and read on another system con-
trolled by the attacker. The cold chips hold
remnants of the data even during the short
interval where they are unpowered. Thus, it is
best not to store critical secrets such as cryp-
tographic keys in off-chip memory. In cases
where higher levels of security are justified,
external volatile memory can be encrypted.

Some memory attacks can be performed
remotely, such as with the Heartbleed bug
introduced in a 2011 OpenSSL update that
at its peak allowed remote reading of RAM
working memory in an estimated half million
secure web servers worldwide. The Heart-
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SECURITY BOUNDARY

Cryptographic
operation
(e.g., decryption)

®

Input data Output data

(e.g., Plaintext)

(e.g., Ciphertext)

Passive side-channel attack: Simple power analy-
sis (SPA) and DPA, and their EM equivalents
(SEMA and DEMA) can extract secret keys used

“Main” in a processor or FPGA, if suitable countermea-

channel sures are not implemented (Fig. 2).

In a “differential” side-channel analysis, the

® |

®

Unintended “side” channels

Timing information
Power dissipation
Electromagnetic fields
Light

Side-channel analysis

!

Source: Microsemi Corp.

2. Side-channel analysis such as DPA or DEMA is used to extract secret keys from an

unprotected processor or FPGA.

bleed bug was discovered and announced publicly by Google
and independently by Codenomicon in April 2014. Technolo-
gies such as whitebox cryptography can be brought to bear on
this type of memory attack.

Reflashing, or changing the contents of memory, either
remotely or with physical access can, in what is called a “persis-
tent” attack, bypass any software-based security. Since the mal-
ware is installed in non-volatile boot-up memory, even resetting
the system does not clear away the malware.

It is important to boot the embedded processor securely by

verifying the authenticity of all code in rewritable memory, or
code loaded from off-chip, including the very first such word
executed. Therefore, any changes to the memory are detected
and an appropriate action is subsequently taken. An indepen-
dent hardware-based root of trust can be used to build a secure
boot solution.
Open ports: There really aren’t many good excuses for leaving
open ports on your system, yet these attacks remain one of
the most common successful embedded-system attacks. An
open port may consist of, for example, a UART connection left
available for easily hooking up a terminal monitor. Unfortu-
nately, this is equally convenient for the hacker. Most software
password-protection schemes used to prevent logging in via the
terminal are just a speed bump to a good hacker.

Another common mistake is to use a single factory pass-
word to protect privileged access to the system or a device in it.
These have a way of turning up in hacker internet blogs, giving
worldwide access to your entire product line free for the asking.
A related problem is where users don’t change the default pass-
word when they configure the system for themselves.

A secure FPGA can protect debug and other factory test ports
from hackers at the hardware level while still providing access
to authorized personnel. The access keys can be secured against
extraction by the FPGA, providing much better protection than
is possible with software alone.
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adversary monitors available inputs or outputs
of the system (e.g., encrypted communications),
and at the same time also monitors the selected
side channel, such as the instantaneous power
consumption or electromagnetic (EM) emis-
sions, while the key is being used. Then, with the
application of some straightforward statistical
post-processing, it learns the secret value of the
key that was used during the calculations. In
a “simple” analysis, step one (monitoring the
ciphertext) is not even required as the key can be
extracted from just the side-channel information with little or
no statistical post-processing required.

SPA and DPA countermeasures are typically found in smart-
card ICs with very large minimum-purchase quantities, but not
in a standard 32-bit flash-based microcontroller. FPGAs are
available with licensed DPA countermeasures that have been
certified as effective by an independent third-party laboratory,
and include a DPA patent license that allows the user to imple-
ment DPA-resistant cryptography running on them without
requiring any additional legal work or royalty payments.

FIGHTING BACK

Secrets are essential to securing the IoT. In this and other
hyperconnected system environments, it takes more to keep up
with the bad guys than a fixed factory password and software
patches. It is not enough to simply include a crypto accelera-
tor—it must include DPA countermeasures. External assess-
ments as part of a risk-based, multi-layered strategy built from
the ground up are essential.

The latest SoC FPGAs embed microcontrollers and security
features such as true hardware-based random-number genera-
tors and secure key storage so the SoC FPGA can be used to pro-
vide a hardware root of trust to an external processor, ensuring it
boots securely from the first word of code loaded from off-chip
memory. The secret keys and public key certificates pre-installed
in the FPGAs and SoC FPGAs from some manufacturers can
provide the basis for a strong identification of a networked IoT
endpoint, ensuring that no communications can be spoofed.
This provides the foundation for a layered technology approach,
ensuring the highest protection against cyber threats. &2l

RICHARD NEWELL serves as senior principal product architect
at Microsemi and plays a key role in planning the security features
for the current and future generations of flash-based FPGAs and
SoC FPGAs.
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Versatile Voltage-to-Pulse Train Converter

Supports Sensor Data 1/0

RICARDO JIMENEZ, and JUAN C. ANGELES | Imperial Valley College
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1. In the voltage-to-pulse train-converter design, the train on GP2 is proportional to the sensed voltage on AN3; a counter detects the pulse

train, which is then decoded and multiplexed to a common-cathode LED display.

WHEN THE NEED ARISES to convert voltage
readings from an analog sensor into a
pulse train, a low-end microcontroller
offers a versatile solution. The design in
Fig. I uses an 8-pin PIC 12F683 to pro-
vide a pulse train that’s proportional to
the sensed input voltage. This is useful,
for example, when transforming a sen-
sor signal into a format that’s compatible
with a basic digital or GPIO input. The
output operating range spans between 0
to 500 pulses for an input voltage of 0 to
5.00 V dc.

An input voltage (V) of 1.25 V dc,
for example, will generate a pulse train
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2. Due to absence
of layout-critical
wiring or RF
issues, the circuit
was assembled
and tested on a
standard proto-
typing board.
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3. The timing diagram shows a pulse train being generated; the yellow pulse stays high during

the pulse train transmission.

4. The Latch and Reset pulses generated by the microcontroller at the end of a pulse train are
used to store a reading and clear the counter, respectively.

@& 5.00v
(Please wa

5. For areading of 0.11 V dc, the MCU generates 11 pulses, which are then followed by a Latch
pulse to store the reading.
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(Pt) of 125, which is defined by the
equation:

Pt=V, x 100

where V isin volts, decimals, and
hundredths. In this design, each pulse
has a period of 1 ms with a 50% duty
cycle. The refresh time (Rt) is given by:

Rt=V  x1ms+ 50 ms delay

The longest refresh time of 0.499 sec-
onds (plus 50-ms delay) occurs for a
4.99-V reading, while the shortest one
of 51 ms corresponds to an input volt-
age of 0.01 V. The 50-ms delay added to
all readings is needed to avoid a flicker-
ing display.

In the circuit, an analog input volt-
age delivered by a 47-kQ trimming
potentiometer is applied to the micro-
controller’s analog Input (AN3). The
internal analog-to-digital converter
(ADC) is configured to 8 bits, providing
a precision of £19.60 mV, with a resolu-
tion of 100 mV.

To test the MCU program, the circuit
includes a 3-digit BCD counter using an
MC14553 (www.onsemi.com) to count
the pulse train. The train is latched in
the counter and decoded with a CD4543
to drive a four-digit multiplexed LED
Display (Lite-On Inc. LTC-4727]R) via
three switching transistors. Figure 2
shows the actual circuit assembled in a
prototyping board.

To generate a pulse train on GP2
proportional to the input voltage, the
algorithm takes a voltage reading and
makes a conversion to decimal with
the LSB constant equal to 19.60. It then
gets its equivalent in digital format for
the units, decimals, and hundredths,
using the instructions DIG3, DIG2,
and DIG1, respectively. The DIG1 val-
ue is stored in variable “units” to cre-
ate a loop that generates that number
of pulses. Similarly, the DIG2 value is
multiplied by 10 and stored in a vari-
able called “decimals” to generate the
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tens of pulses. Finally, the DIG3
value is stored in the variable called
“units,” which is multiplied by 100
to generate the hundreds of pulses
required for the reading.

In this way, for example, a voltage
reading of 2.54 V will be composed
of 4, then 50, and then 200 pulses, to
get a total of 254 pulses with a period
of 1 ms. Therefore, it takes approxi-
mately 254 ms to transmit this pulse
train. If one of the digits is equal
to zero, the program skips that loop.
Figure 3 shows a pulse train with
its corresponding output generated
by GP5.

Once the pulse train is finished, a
1-ms latch (active low) pulse on GP0O
is transmitted to store that reading
in the MC14553’s internal latches.
Then a second (active high) 1-ms
pulse on GP1 is generated to clear
the counter to all zeroes (Fig. 4). The
latch in the CD4543 decoder is set
to transparent mode. Output GP5
is used to indicate when the MCU is
transmitting the pulse train.

Three PNP transistors 2N2907
(Q1 to Q3), which continuously
scan the data to the LED display, are
controlled by the MC14553 counter.
Transistor Q4 activates the decimal
point, providing a 5-V pulse only
when /DS1 is pulsed low. Figure 5
shows the 11 pulses generated for a
voltage reading of 0.11 V dc, and the
latch pulse generated at the end of
the pulse train.

For higher-precision applications
(such as 4.88 mV per LSB), you can
configure the ADC to 10 bits. In this
case, the output-signal period might
be reduced to 0.5 ms to avoid having
longer delays when the input volt-
age is at maximum. In such a case,
a 1.000-V dc reading would gener-
ate 1000 pulses. For battery-operated
applications, a numerical liquid-
crystal display is recommended,
which requires using three CD4543
decoders. T
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RICARDO JIMENEZ is an adjunct professor in Electronics at
Imperial Valley College, Imperial, Calif. He can be reached at
ricardo.jimenez@imperial.edu .

JUAN C. ANGELES is pursuing his associate degree in math
and science at Imperial Valley College.
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LabVIEW Files Implement Simple Chess Simulation

GUDA VAMSI KRISHNA | SASTRA UNIVERSITY, Thanjavur, Tamilnadu, India

THIS DESIGN DESCRIBES a novel implementation of a brain-
storming game in LabVIEW virtual instrument (VI) files.
The innovative approach can trigger ideas for designers in the
field of robotics, since the graphical menu-driven program has
been instrumental in tracing the composition of various ele-
ments. The program is a simple implementation of the game
“chess,” and can be played with two (human) players in the
LabVIEW background.

The program has nine VIs, of which eight are sub-VIs used in
“VI chess” (posted online as LabVIEW LLB files). The Vs are
simply split up the way we play the game in real life. They provide
the following basic functions, as each one’s name indicates:

« possible_moves.vi and moves.vi can do possible moves of each
piece

« type_of_place.vi can change the color of the box

o type_of_piece.vi can change of color of the selected piece

« initial_board.vi can initialize the positions of the pieces and
the squares

« move_from_to.vi can move the piece from one position to the
other position

« which_piece.vi can decide which piece to move next

« enable_square.vi can enable the square

« clicked.vi can check what happens when clicking a piece

o Chess vi is the virtual instrument program for entire game of
chess

These VIs are combined in a single VI called the game of
chess. This basic 8 x 8 matrix initializes these VIs, with a front
panel shown in Fig. 1. In some cases, two VIs perform the same
action to counter-check whether the action is properly simu-
lated or not. The initial board.vi resets the position of the board,
the type of place, and piece, to ensure that only a specified square
and pieces are placed on the board according to the existing
conditions. Moves.vi defines each piece’s move, and other pos-
sible moves, and takes care of the moves of a particular piece at a
particular instant in the game. Move_from_to.vi gives the recent
move made by the player at the particular instant.

Figure 2 shows the functional blocks and palette diagram.
The game starts by pressing the button ‘New Game’ and the

coins are set in the appropriate positions using the sub VI

JTAG Connector Plugs Directly into PCB!!

No Header! No Brainer!

Our patented range of Plug-of-Nails™ spring-pin cables plug directly
into a tiny footprint of pads and locating holes in your PCB, eliminating

the need for a mating header. Save Cost & Space on Every PCB!!

Solutions for: PIC . dsPIC . ARM . MSP430 . Atmel . Generic JTAG . Altera
Xilinx . BDM . C2000 . SPY-BI-WIRE . SP1 / IIC . Altium Mini-HDMI . & More

www.PlugOfNails.com

Tag-Connector footprints as small as 0.02 sq. inch (0.13 sq cm)

GolLogic XL

Logic Analyzer

FAST PROBLEM SOLVER

PC Hosted
Logic Analyzer

Powerful & Versatile

¢ 4GHz sampling ¢ ScopelLink Mixed Signal

«1Billion samples ~ Analysis
R * 1 GHz Transitional Sampling
36 or 72 Channels 300MHz State Analysis

NE/ WWWw.Nnci-usa.com
Phone 256-837-6667

Fax 256-837-5221

email: contact@nci-usa.com

Logic Analyzers
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(initial_board.vi). The “Current Move” text field shows whose
turn it is to move, and the “Current Action” text field shows
the movement action (example: queen from e6 to el).

The board is designed using the array initialization, and
the coins are placed in their default position. When the coin
is moved, sub VT highlights only those positions that are valid
for the coin to be moved; it doesn’t accept invalid positions.
Once the move is made, the “current move” text field changes
and shows which player has to move. Each sub VI decides the
color of the coin and the square, and possible steps of the coin
from each of its locations.

The quadrants are set after the initialization of the matrix.
Each time the information from a coin is taken or moved, the
previous and the present quadrant values are taken, as seen in
the function palette diagram. Variables X and Y are the present
coordinates of the coin on the board; then the future coordi-
nates (the places it can move) are decided.

If the square already has a coin in it, it will be replaced by
the new coin. The same concept is used for killing or remov-
ing any coins. A player can move any coin even if the king is
in check, while the screen shows the king is in check in the
text field. Even though this program is simulating a game, it
can trigger creative and intelligent thinking in humans, and

3 the game of chess.vi Front Panel ~— = n
File Edit View Project Operate Tools Window Help

B R [XIRIXR[R
_____ AR AR R IR A
| ] 8 B %z%;{&ﬁ,,&ﬁﬁy
------ ARR AR AR
______ RIAJR[AIR[R[A]X S
------ AALRAIRIAIR]
RIRIX[R[ZA]K[R
) AIAIKIRIRIR XX HEEE
s==x= I - = -
el e | sror |

1. The front-panel diagram of the LabVIEW Chess Game virtual-
instrument program shows the basic 8 x 8 matrix in which these Vis

are initialized.
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Ideas for Design

can promote the development
of additional user-friendly and
widely acceptable simulations

for many applications, includ-
ing robotics. &7

»findicator

2. A function-palette diagram of the program shows the relationship between blocks and their interactions.
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New Products

SMT Coin-Cell Contacts Provide Design Versatility

THE LATEST SMT ENCLOSURE COIN-CELL CONTACTS from Keystone Electronics focus on provid-
ing design versatility for more dependable connections in self-contained battery compart-
ments. Requiring minimal board space, the new contacts boast simple installation and
removal of a coin-cell battery within a battery enclosure.Their ultra-low profile and compact
design is suited for small hand-held controls, key fobs, personal medical

devices, digital timers, and other industrial and consumer applications. '
Manufactured from gold-plated stainless steel, the contfacts offer low
contact resistance.The spring tension adjusts to all cell height variations
for dependable connectivity of coin cells with diameters from 12 mm
and larger with heights from 1.2 to 7.7 mm.

Positive and negative battery contacts are available in the series. For positive
contact use with 12 fo 23 mm coin cells select Catalog #120 (120TR on tape and
reel), for 16 to 30 mm coin cells select catalog #110 (110TR), or for 20 to 24 mm coin
cells choose catalog #122 (122TR).The matching negative contacts are also available: for 12 to 16 mm coin cells
select catalog #118 (118TR on tape and reel), and for 16 to 30 mm coin cells select catalog #112 (112TR).
KEYSTONE ELECTRONICS
www.keyelco.com

PC/104-Plus SBC Integrates chip can be used to lock out un-
Bay Trail Processor authorized hardware and software
VERSALOGIC IS NOW SHIPPING access, and on-board hardware ac-
BayCat, a rugged PC/104-Plus SBC celeration is available for encode/
based on Intel’s Bay Trail proces- decode of H.264, MVC, VP8,VC1/
sor. BayCat combines high perfor- WMV9 and other standards.
mance, low power consumption, en- The fanless SBC's I/O connectiv-
hanced security and small size, and ity includes dual GbE ports, one

is available in three performance USB 3.0 port, four USB 2.0 ports, two
levels: single-, dual-, and quad-core serial ports (RS-232/422/485), 12C
models. An on-board TPM security interface, 24 digital I/O lines, SATA

3 Gb/s interface, mini PCle
socket with mSATA capabil-
ity, and a microSD socket. A
Gen 7 HD graphics engine is
capable of supporting up to
two 1080p video streams.

All three BayCat models
are designed and fested for
industrial temperature op-
eration.They are equipped

IGBT Enhances Efficiency for Home Appliances
A NEW 600 V TRENCHSTOP PERFORMANCE IGBT SERIES from
Infineon Technologies provides high energy efficiency and reli-
ability for applications like air conditioning, solar PV inverters,
drives, and UPS. Based on Infineon’s TRENCHSTOP technology.
the discretfe IGBT is optimized for hard-switching topologies
working af frequencies of up fo 30 kHz.

As a plug-and-play replacement to the predecessor
TRENCHSTOP IGBT, the new IGBT yields reduced losses of

7% at a switching frequency of 8 kHz. An unmatched £ / y with latching connectors
11% lower tofal loss is delivered for a switching fre- ,/ H;" 4,/ and meet MIL-STD-202G
quency of 15 kHz. The performance IGBT contributes o Y | V. specifications to withstand
fo more energy efficient power consumption, lower 4 /f high impact and vibration.
diode recovery losses, higher reliability and longer op- ’ The BayCat SBC (part num-
erational lifetime of the application. Other features include low ber VL-EPM-31) is in stock
speed dV/dt switching (<5V/ns), 5us SC rating, and low EMI.The 600 V TRENCHSTOP with prices starting at $694
Performance IGBT is available now. each/OEM quantities.
INFINEON TECHNOLOGIES VERSALOGIC
www.infineon.com www.versalogic.com
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New Products

Portable Scopes Deliver Functionality of Six Instruments

PICO TECHNOLOGY’S NEW PICOSCOPE 2000A and
2000B Series two-channel, four-channel, and mixed-signal
models have the functionality of an oscilloscope plus a
logic analyzer (on MSO models), spectrum analyzer, func-
fion generator, arbitrary waveform generator, and serial
bus analyzer with support for 15 protocols included as
standard.They are USB-powered and come in an ulfra-por-
table package that can be fransported in a lapfop bag.

PicoScope 2000A 2- and 4-channel models are de-
signed for technicians, trainers, students, and hobbyists
doing fault-finding on signals up to 25 MHz.The Pico-
Scope 2205A MSO has two analog-plus 16 digital chan-
nels for viewing and making measurements on digital or
mixed technology designs.

PicoScope 2000B Series models are equipped with
deep buffer memory from 32 M to 128 M samples with
bandwidths of 50, 70, or 100 MHz supported at sampling
speeds to 1 GS/s, and hardware acceleration to deliver
over 80,000 waveforms per second update rates. Like A
models, they are available in 2- and 4-channels, plus 2+16
channel MSO versions.

Burn-In & Test Sockets
0.4Ammto 1.27mm

Industry’s Smallest Footprint

* Up to 500,000 insertions

* Bandwidth 45 GHz

e 2.5mm per side larger than IC

¢ Ball Count over 3500, Body
‘Size 2-100mm

e <25 mQ Contact Resistance

e -55Cto +180C

* 4A to 8A @80Crrise

* BGA, LGA, QFN, QFP, & SOIC

 Optional heatsinking to 100W

e Six different Lid options

* Quick Turn Customs

onwood
ELECTRONICS

www.ironwoodelectronics.com

a4

Powered via USB inferface, 2000 Series models connect
o host PC or tablet and are controlled with PicoScope 6
software. The PicoScope 2000A and 2000B Series models are
available now with prices ranging from $129 to $1,235.
PICO TECHNOLOGY
www.picofech.com

ATRs and Specialty Enclosures

Are Conduction-Cooled

PIXUS TECHNOLOGIES' NEW CONDUCTION-COOLED
CHASSIS are available in the ATR format or in specialty
SFF designs. Specialty enclosure formats are available
for both OpenVPX and MicroTCA architectures.The
conduction-cooled ATRs
come in standard 1/2
and 3/4 sizes for 3U or 6U
boards.There are also op-
fions for the MicroTCA.3
hardened form factor as
well as heat-exchanged
versions.The enclosures
are designed fo meet
MIL-STD-704, MIL-STD-810G,
and MIL-STD-461. Off-the-shelf
power inferface boards are avail-
able fo incorporate VITA 62 or PICMG
2.9 power supplies.

For specialty designs, Pixus also offers application-
specific conduction-cooled solutions.The company pro-
vides rugged 19-in. rack-mount enclosures in multiple
backplane architectures including OpenVPX, MicroTCA,
AdvancedTCA, and legacy CompactPCl/VME.

PIXUS TECHNOLOGIES
http.//pixustechnologies.com
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32 GB ULP DDR4 Modules Feature PC4-2400 Interface

VIRTIUM’S NEW MEMORY MODULES provide 32 GB densities in the smallest
ultra-low profile RDIMM and Mini-RDIMM form-factors. Featuring the PC4-2400
inferface, these new memory modules dramatically enhance embedded
systems through their high capacity and performance.Target applications
for the ULP RDIMM and Mini-RDIMM modules include ATCA height-restricted
blade servers, TU rack designs, SBCs, mezzanine cards and designs with
space constraints. The ULP memory modules are sized at 17.78 mm, com-
pared fo standard low-profile modules’ 18.75 mm size.

The RDIMM and Mini-RDIMM memory modules deliver high performance
PC4-2400 solutions, the longest product availability, and as with all Virtrium
DDR products, the new high-capacity RDIMM and Mini-RDIMM solutions boast
significant power savings, in addition fo bandwidth twice that of DDR3. In-
dustrial femperature rated at -40°C to + 85°C, the memory modules also offer
optional conformal coating, and extreme-temperature, accelerated-burn-in
for zero-downtime applications.The high-capacity ULP DDR4 modules are
expected fo be available in early May 2016.

VIRTIUM

www.virtium.com

Power-Entry Module Designed for Protection Class Il
THE KMF POWER-ENTRY MODULE from
Schurter, designed for use in protec-
fion class Il double-insulated applica-
fions, provides high functionality in

a compact package, just like the
module for use in protection class I.
The new version is designed for medi-
cal equipment used at home.

The module provides double
insulation between energized com-
ponents and exposed parts. This
reinforced insulation is tested with
a voltage of 4,000 Vdc between
the energized conductor and the
neutral conductor relative to the
mounting panel.The class Il version
without ground pin is according to
IEC 60320-1, style C18.The KMF line
switch is available with a 2-pole
line switch and a 1- or 2-pole fuse
holder. For medical applications, an
extra-safe fuse holder is available
that can only be opened with the
aid of a fool.The EMC filter is obtain-
able in medical and low leakage,

M5 versions. Current ratings range
from 1-10 A at 250 Vac.

The KMF class | and class Il are
ENEC, cURus and CCC approved.
They are suited for use in equip-
ment according to IEC 60950 and
IEC 60601-1.The class Il version is
particularly suited for use in home
medical equipment according fo
|[EC 60601-1-11.

SCHURTER
www.schurfer.com
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10,000 VDC Outputs
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05" x1.0” x 0.5"

o Isolated e High Reliability
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o 5-12-15-24 and 28 VDC inputs standard
¢ Military Upgrades Available
Expanded operating temperature, -55 to

+85C available - Selected MIL-STD-883
screeening available

o Free review of any additional requirements
and specifications you may have to
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o Fully encapsulated for use in harsh
environmental conditions

For full characteristics of these and the
entire PICO product line, see PICO’s
Full line catalog at

www.picoelectronics.com

PICO ELECTRONICS, Inc.
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New Products

UV-Cured Epoxy Bonds
with Metals/Glass/Plastics
UV-8504E CATIONIC EPOXY from EpoxySet is formulated
for bonding, sealing and coating metals, glass and
most plastics including ultem, ABS and polycarbonates.
Boassting strong bonds, the clear system can be used
as a water protective coating as
well as a structural bond.

With an elastic modu-
lus of about 300,000 psi e,
and a glass transition / \
tfemperature of 125°C, / : !
the UV-cured epoxy is
suited for femperature
cycling applications
from -65°C to 200°C even
in high humidity environments.
The epoxy also demonstrates a 1.57 cured refractive in-
dex that makes the clear system useful in a number of
optical applications.The UV-8504E cationic epoxy's low
viscosity boasts easy application and a fack free cure
that is capable of being accomplished in 15 seconds.
EPOXYSET

www.epoxysetinc.com

Rugged Mobile Edge loT Gateway Runs Multiple Apps
TRAX-2 IS OCTAGON SYSTEMS' rugged mobile edge gateway
for the 1oT. An application-ready design provides the ability fo
run multiple applications on one platform, and its low profile
facilitates ease of installation in a variety of vehicles.The
in-vehicle computer is designed for integrating software appli-
cations and wireless technologies including safety, fleet man-
agement, communication, asset management, maintenance,
and dispatching. Potential markets for the new platform in-
clude: small mines and
quarries, freight hauling,
emergency vehicles,
construction, harsh
industrial environment,
and fleet management.
Key features of the TRAX-2 mobile edge gateway include: a
1.33 GHz Intel E3825 dual-core 64-bit processor; 4 GB DDR3L-1066
MHz of memory; DirectX 11, OpenGL 3.0, OpenCL 1.2, and up to
1920 x 1200 (WUXGA) resolution; an open architecture with Win-
dows 7, 10, and Linux compatibility; removable storage up to 256
GB; Dual CAN Bus, GbE, serial, digital, USB, audio 1/O and video;
and an optional 10-in. sunlight-readable display with integrated
fouchscreen.
OCTAGON SYSTEMS

www.octagonsystems.com

INRUSH CURRENT LIMITERS

® @,

ISO 9001: 2008 Certified

L]

CONTACT US FOR

FREE SAMPLES

RS T T W VS B
800-808-2434 o 775-884-2434 (outside the US and Canada) © www.ametherm.com
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Use a one component solution for
inrush current in electric motors, drives,
and power electronics.

P For power supplies with outputs from 50 to 7,500 watts and
1.0 to 50 AMPs SSI

P Limit up to 900 joules of inrush energy
P UL & CSA rated, RoHS compliant, and meet Reach regulations standards

P Free samples, fast shipping, and competitive pricing

AMETHERM

Circuit Protection Thermistors

| {f MOUSER

ALSO AVAILABLE THROUGH ELECTRONICS
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DirectConnection

HIGH PERFORMANCE
SOCKETS & ADAPTERS

Electronic Design Services

PCB Layout FPGA Design
o High Speed Digital * Digital Signal Processing
o Precision Analog  © Multi-Gigabit Serial Links

INJECTION
MOL

® Rules Driven Layout ® Audio/Video Processing
e Large PCB Designs ® Custom IP Development

Injection Molding
part Design

2 -
Includes 75 GHz bandwidth sockets for BGA
and QFN, only slightly larger than IC with
integral heatsink for medium power and
optional heatsinking to over 100 watts. Up to
500k insertions. Adapters for prototype, test,
package conversion, and more. Quick-Turn
volume adapters are our specialty.
Ironwood Electronics
1335 Eagandale Court
Eagan, MN 55121
T: 800-404-0204 F: 952-229-8201
www.ironwoodelectronics.com
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GET YOUR FREE
BOOK TODAY! =
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proto labs*

Real Parts. Really Fast.
Contact Us Today: 888-683-2950
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50 & 100 Volt Pulse Generators from AvTECH

Avtech offers an extensive series of user-friendly

3D PRINTING | CNC MACHINING | INJECTION MOLDING

50 & 100 Volt general-purpose lab pulse v ]
COMBUTER INC, generators. We can provide an alternative for the e emis |
Since 1989 discontinued Agilent 8114A or HP214! e
' RIR o 20V DIV
B Layout Design | | — . | 100ns/DIV.
Y Ry A A R AV-1011-B
Prototype & Production _

Model AV-1015-B:
Model AV-1010-B:

50 Volts, 10 MHz

100 Volts, 1 MHz, 25 ns to 10 ms,
10 ns rise time

Model AV-1011-B: 1 MHz, 10 ns rise time

Model AV-1011B1-B: 100 Volts, 2 ns rise time

Variable baseline option
and output currents to
8 Amps with accessory
transformers.

Best Quality ! Best Price

Call more information at 408-982-9358
E-mail:Sales@otterusa.com

Pricing, manuals, datasheets, test results:
www.avtechpulse.com

WWW.OTTERUSA.COM Tel: 888-670-8729 Fax: 800-561-1970
info@avtechpulse.com
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Lab Bench

BILL WONG | Embedded/Systems/Software Editor

bill. wong@penton.com

For Ghostlousting Technicalities,
WHO YA GONNA CALLY

The makers of the new Ghostbusters movie turned to an MIT post-doc to help create an
up-to-date proton pack for the big-budget reboot.

he new Ghostbusters movie

hasalot of changes, includ-

ing some new hardware

designed by senior post-
doctoral associate Dr. James Max-
well at MIT’s Laboratory of Nuclear
Science. It seems that polarizing
helium 3 gas using magnetic field
gradients has a little in common
with possible ghostbusting tech-
nology. His MIT lab (Fig. I) caught
the eye of director Paul Feig, who
tasked Maxwell to create a new,
up-to-date proton pack (Fig. 2) for
the female ghostbusting crew. Feig
wanted a real particle physicist to
help design the props to be used
in the film. It is not the first time
a movie has been updated with an
eye toward realism (see “RoboCop
Returns With An Eye On Realism”
on electronicdesign.com).

The new ghostbuster backpack
uses a synchrotron instead of a
cyclotron. Both are particle acceler-
ators used in particle physic experi-
ments. The difference is that a
cyclotron uses a constant magnetic
field and electric field frequency in
a cylindrical or spherical chamber
with a particle that spirals outward
from the center, gaining speed,
whereas a synchrotron uses a torus-
shared tube and varies both fields to
accelerate the particles. Normally a

48

1. Dr. Maxwell’s lab experiments included polarizing helium 3

gas using magnetic field gradients.

L2018 CTMG

2. The new Ghostbuster’s backpack uses a synchrotron

instead of a cyclotron.

synchrotron is used in large instal-
lations like the large hadron col-
lider (LHC) at CERN.

Super-conducting magnets are
used in the unit to keep the size
down, so it needed cyrocooler and
helium to keep the magnets cold.
It would take some technical leaps
to really build one, but that is what
movie magic is for.

Dr. Maxwell started the design
by writing a mock abstract for the
proton pack that included jargon
of his own creation. This went
through various design iterations
before the final one was created for
the ghostbusting crew. Dr. Max-
well was also involved with the
design of some of the other movie
props.

Isolating weird phenomenon,
be it conventional particles or
spectral particles, requires taking
a different view of the problem.
In real life, high-energy beams are
used to explore particle interac-
tions. Scattering experiments can
generate secondary particles that
can be tracked and analyzed.

You will have to check out the
movie to see the new, all-female
team, but keep an eye out for the
hardware now that you know
its design heritage. Ghostbusters
opens nationwide on July 15. &
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93% Efficient at 2MHz
42V, 2A (3A Peak) Sync Buck
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Faster, Smﬁller, Quieter

The LT®8609 combines high efficiency and high switching frequencies to deliver a very compact synchronous step-down
2A (3A peak) solution. It offers 93% efficiency switching at 2MHz stepping 12Vyy down to 5Vqyr, offering a very small
solution footprint while keeping switching noise out of critical frequency bands. Spread spectrum frequency modulation
reduces EMI concerns. The LT8609 delivers 2A of continuous output current and can deliver 3A peak load for up to

1 second offering a tiny solution for applications ranging from automotive power systems to GSM modems. Its Burst Mode®
operation only requires 2.5pA of quiescent current extending battery life.

» Wide Input Voltage Range:
3.0V to 42V

¢ Ultralow Quiescent Current <2.5pA

* High Efficiency 2MHz
Synchronous Operation 93%

¢ 2A Maximum Continuous Output,
3A Peak Transient Output

» Spread Spectrum Frequency
Modulation for Low EMI

e Fast Minimum Switch-On Time: 45ns

¢ Adjustable and Synchronizable:
200kHz to 2.2MHz

¢ Thermally Enhanced MSOP-10
Package

Efficiency

12V, to 5Vgyr @1A lout
Efficiency vs Switching Frequency
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WV Info & Free Samples

www linear.com/product/LT8609
1-800-4-LINEAR

AT, LT, LTC, LTM, Linear Technology, the Linear logo and
Burst Mode are registered trademarks of Linear Technology
Corporation.All other trademarks are the property of their
respective owners.
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